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QUESTION 69
Which three characteristics of a rogue AP pose a high security risk? (Choose three.)

A.    open authentication
B.    high RSSI
C.    foreign SSID
D.    accepts clients
E.    low RSSI
F.    distant location

Answer: ACD
Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/74/configuration/guides/consolida ted/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_010111001.html
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QUESTION 151
After receiving an alert about a rogue AP, a network engineer logs into Cisco Prime Infrastructure and looks at the floor map where the AP that detected the rogue is located. The map is synchronized with a mobility services engine that determines that the rogue device is actually inside the campus. The engineer determines that the rogue is a security threat and decides to stop if from broadcasting inside the enterprise wireless network. What is the fastest way to disable the rogue?

A.    Go to the location where the rogue device is indicated to be and disable the power.
B.    Create an SSID similar to the rogue to disable clients from connecting to it.
C.    Update the status of the rogue in Cisco Prime Infrastructure to contained.
D.    Classify the rogue as malicious in Cisco Prime Infrastructure.

Answer: C
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QUESTION 52
A user is trying to connect to a wireless network that is configured for WPA2-Enterprise security using a corporate laptop. 
The CA certificate for the authentication server has been installed on the Trusted Root Certification Authorities store on the laptop. 
The user has been prompted to enter the credentials multiple times, but the authentication has not succeeded. What is causing the issue?

A.    There is an IEEE invalid 802.1X authentication policy on the authentication server.
B.    The user Active Directory account is locked out after several failed attempts.
C.    There is an invalid 802.1X authentication policy on the authenticator.
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New Question
 For security purposes, an engineer enables CPU ACL and chooses an ACL on the Security > Access Control Lists > CPU Access Control Lists menu.
 Which kind of traffic does this change apply to, as soon as the change is made?



A.    wireless traffic only
 B.    wired traffic only
 C.    VPN traffic
 D.    wireless and wired traffic
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